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LESSON goal
To learn about DHCP protocols and their Implementation. 
To have a skill of DHCP Configurations 



DHCP OPERATION (INITIAL)
The DHCPv4 message format 
is used for all DHCPv4 
transactions. DHCPv4 
messages are encapsulated 
within the UDP transport 
protocol. DHCPv4 messages 
sent from the client use UDP 
source port 68 and destination 
port 67. DHCPv4 messages 
sent from the server to the 
client use UDP source port 67 
and destination port 68.



DHCP OPERATION (RENEWAL)



DHCPv4 Message Format

• Operation (OP) 
Code - Specifies the 
general type of 
message. A value of 1 
indicates a request 
message; a value of 2 
is a reply message.

• Hardware Type - 
Identifies the type of 
hardware used in the 
network. For example, 
1 is Ethernet, 15 is 
Frame Relay, and 20 is 
a serial line. These are 
the same codes used 
in ARP messages.



DHCPv4 Message Format

• Hardware Address Length - 
Specifies the length of the 
address.

• Hops - Controls the forwarding 
of messages. Set to 0 by a client 
before transmitting a request.

• Transaction Identifier - Used 
by the client to match the 
request with replies received 
from DHCPv4 servers.

• Seconds - Identifies the number 
of seconds elapsed since a client 
began attempting to acquire or 
renew a lease. Used by DHCPv4 
servers to prioritize replies when 
multiple client requests are 
outstanding.



DHCPv4 Message Format

• Flags - Used by a client that does 
not know its IPv4 address when it 
sends a request. Only one of the 16 
bits is used, which is the broadcast 
flag. A value of 1 in this field tells 
the DHCPv4 server or relay agent 
receiving the request that the reply 
should be sent as a broadcast.

• Client IP Address - Used by a 
client during lease renewal when 
the address of the client is valid and 
usable, not during the process of 
acquiring an address. The client 
puts its own IPv4 address in this 
field if and only if it has a valid IPv4 
address while in the bound state; 
otherwise, it sets the field to 0.



DHCPv4 Message Format
• Your IP Address - Used by the 

server to assign an IPv4 address to 
the client.

• Server IP Address - Used by the 
server to identify the address of the 
server that the client should use for 
the next step in the bootstrap 
process, which may or may not be 
the server sending this reply. The 
sending server always includes its 
own IPv4 address in a special field 
called the Server Identifier DHCPv4 
option.

• Gateway IP Address - Routes 
DHCPv4 messages when DHCPv4 
relay agents are involved. The 
gateway address facilitates 
communications of DHCPv4 requests 
and replies between the client and a 
server that are on different subnets 
or networks.



DHCPv4 Message Format
• Client Hardware Address - Specifies 

the physical layer of the client.
• Server Name - Used by the server 

sending a DHCPOFFER or DHCPACK 
message. The server may optionally put 
its name in this field. This can be a 
simple text nickname or a DNS domain 
name, such as dhcpserver.netacad.net.

• Boot Filename - Optionally used by a 
client to request a particular type of boot 
file in a DHCPDISCOVER message. Used 
by a server in a DHCPOFFER to fully 
specify a boot file directory and filename.

• DHCP Options - Holds DHCP options, 
including several parameters required for 
basic DHCP operation. This field is 
variable in length. Both client and server 
may use this field.



DHCPv4 Discover and Offer Messages



DHCP CONFIGURATION



VERIFYING DHCP CONFIGS



VERIFYING DHCP CONFIGURATIONS



DHCP RELAY



ROUTER AS DHCP CLIENT



DHCP FOR IPv6
Stateless Address Autoconfiguration (SLAAC)



RS, RA MESSAGES
• Router Solicitation (RS) message - When a client is configured 

to obtain its addressing information automatically using SLAAC, the 
client sends an RS message to the router. The RS message is sent 
to the IPv6 all-routers multicast address FF02::2.

• Router Advertisement (RA) message - RA messages are sent by 
routers to provide addressing information to clients configured to 
obtain their IPv6 addresses automatically. The RA message includes 
the prefix and prefix length of the local segment. A client uses this 
information to create its own IPv6 global unicast address. A router 
sends an RA message periodically, or in response to an RS 
message. By default, Cisco routers send RA messages every 200 
seconds. RA messages are always sent to the IPv6 all-nodes 
multicast address FF02::1.



SLAAC OPERATION
• EUI-64 - Using the EUI-

64 process, PC1 will 
create an IID using its 
48-bit MAC address.

• Randomly 
generated - The 64-bit 
IID can be a random 
number generated by 
the client operating 
system.Because SLAAC is a stateless process, before PC1 can 

use this newly created IPv6 address it must verify that 
it is unique. As shown in Figure 4, PC1 sends an ICMPv6 
Neighbor Solicitation message with its own address as 
the target IPv6 address. If no other devices respond 
with a Neighbor Advertisement message, then the 
address is unique and can be used by PC1. If a 
Neighbor Advertisement is received by PC1 then the 
address is not unique and the operating system has to 
determine a new Interface ID to use.
This process is part of ICMPv6 Neighbor Discovery and 
is known as Duplicate Address Detection (DAD).



SLAAC and DHCPv6
The two flags are the 
Managed Address 
Configuration flag (M 
flag) and the Other 
Configuration flag (O 
flag)



SLAAC OPTION
This option instructs the client to 
use the information in the RA 
message exclusively. This 
includes prefix, prefix-length, 
DNS server, MTU, and default 
gateway information. There is no 
further information available 
from a DHCPv6 server. The IPv6 
global unicast address is created 
by combining the prefix from RA 
and an Interface ID using either 
EUI-64 or a randomly generated 
value.

To reset flags:
Router(config-if)# no ipv6 nd managed-config-flag 
Router(config-if)# no ipv6 nd other-config-flag 



Stateless DHCPv6 Option
The stateless DHCPv6 option informs 
the client to use the information in 
the RA message for addressing, but 
additional configuration parameters 
are available from a DHCPv6 server.
Using the prefix and prefix length in 
the RA message, along with EUI-64 or 
a randomly generated IID, the client 
creates its IPv6 global unicast 
address.

To modify the RA message sent on the interface of a 
router to indicate stateless DHCPv6, use the following 
command:
Router(config-if)# ipv6 nd other-config-flag 



Stateful DHCPv6 Option
This option is the most similar to 
DHCPv4. In this case, the RA 
message informs the client not 
to use the information in the RA 
message. All addressing 
information and configuration 
information must be obtained 
from a stateful DHCPv6 server. 
This is known as stateful 
DHCPv6 because the DHCPv6 
server maintains IPv6 state 
information. This is similar to a 
DHCPv4 server allocating 
addresses for IPv4.

Router(config-if)# ipv6 nd managed-config-flag 



DHCPv6 Operations



CONFIGURING STATELESS DHCPv6 on a ROUTER



CONFIGURING ROUTER AS STATELESS CLIENT



Configuring a Router as a Stateful DHCPv6 Server



Configuring a Router as a Stateful DHCPv6 Client



Verifying Stateful DHCPv6 on server



Configuring a Router as a DHCPv6 Relay Agent



Q/A
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